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Abstract The paper concerns the opportunities of use 
information and communication technologies for the 
education purposes. It presents key assumptions of the 
European Union policy concerning innovative methods of 
training and the prospects for their further development. As 
nowadays one can observe increasing activity of the children 
and young people in the Internet space out of school as well, 
making them aware of the dangers on the network and ways 
to protect them becomes crucial. These issues are the focus 
of attention of the European Commission, as an executive 
body of the European Union, responsible for proposing 
legislation and implementing decisions. The paper presents 
Member State initiatives and key assumptions of the 
European Union policy aimed at protecting the youth against 
the consequences of irresponsible use of information and 
communication technology. Showing the growth of risks 
associated with the use of the Internet by minors should be 
recognized as the one of the main objectives of the article. 
The paper provides an answer to the question whether 
described initiatives are effective and adequate to rapidly 
changing reality. 
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1. Introduction 

Information and communication technologies are a key 
part of the modern world, with its structure of a network of 
institutions, economies and societies. This is often a breeding 
ground for the creation of a concept of technological 
determinism and the belief in the existence of a technical 
solution to all problems - technological fix [1], The central 
place is occupied by innovation and technology transfer, as 
well as research in this field. Much attention is paid to the 
electronic revolution and digitization, which is entering into 
new areas of social life. 


The importance of ICT for modern society which is 
described as the information society is also emphasized by 
the European Commission, which indicates the wide range 
of the use of information and communication technologies. It 
seems that one of the most prominent areas of application of 
these technologies remains a professional activity and 
treating them as a source of information. However, one 
should not overlook areas such as culture, entertainment, 
inter-individual contacts, and the ability to access public 
services and participation in the political debate. These 
declarations are followed by the European Commission’s, 
European i2010 initiative on e-Inclusion “To be part of the 
information society” [2]. 

2. The European Commission on ICT in 
a Education 

In the Communication from the Commission to the 
European Parliament, the Council, the European Economic 
and Social Committee and the Committee of the Regions of 
November 8, 2007, it is stated that: “Given the importance of 
ICT, this failure to access or use ICT increasingly constitutes 
a major form of social and economic exclusion. Persistent 
digital divides affect cohesion and prosperity”. Accordingly, 
“an EU intervention is justified by the need to guarantee 
equal rights in the information society, the consistency of the 
internal market and coordination in the field of e-Inclusion” 
[3]. Among the instruments to implement the stated 
objectives this document lists the popularization of 
e-inclusion and increasing political commitment, as well as 
the creation of favorable conditions for these activities: 
affordable and accessible technologies, the ability to use 
information and communication technologies, if necessary 
by a legislative measures. 

In the light of the presented position it becomes clear that 
one of the leading European Commission’s objectives is to 
maximize the social and economic benefits of ICT. Thus, 
information technologies are gaining priority in the 
educational policy of the European Union. In order to 
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achieve this state of affairs is to raise the level of skills in this 
area, with particular emphasis on so-called digital and media 
literacy. 

Effective use of the opportunities offered to the individual 
by Information and Communication Technologies requires 
above all the development of awareness and understanding 
of the relationship of technology with the wider social 
system [4]. Without a certain level of knowledge and skills it 
is impossible to understand the role and importance of 
technology in social, political and economic 
decision-making processes, as well as the feedback that 
occurs at the interface between society and technology [5]. 

Therefore, the European Commission, meeting these 
needs, takes the initiative to support the development of the 
information society stimulating the use of new technologies. 
Among these one can mention the activities of the eLearning 
Program in 2004-2006, aimed at promoting the use of 
multimedia and the Internet in different areas of teaching and 
learning, both of a formal and informal type, addressed to 
children and young adults [6], The starting point of the 
program is an eLearning Action Plan - Designing 
Tomorrow’s Education and Lifelong Learning Initiative 
2001-2003 [7], which clearly expressed the view that the 
inclusion of technological tools in the educational process is 
an essential prerequisite for the quality, diversity and 
efficiency of European education systems. 

As the younger generations are becoming more active in 
the online environment, the use of the Internet does not make 
them difficulty out of school as well. However, one should 
not forget about dangers to which children and adolescents 
are exposed while using these tools. Hence, the 
strengthening of cooperation at the European and 
international level becomes necessary, not only to combat 
cybercrime, but also crimes such as the sexual exploitation of 
children and the distribution of online materials with such 
content [8]. 

3. Children and Adolescents Online - 
Activities and Risks 

The above mentioned opinion is fully justified if we take 
into account European statistics on the activity of children 
and adolescents in Internet space. The authors of the report 
EU Kids Online of October 2012 analyzed the current 
situation in 33 countries, including 27 EU Member States 
and candidate countries (Croatia and Turkey), as well as in 
the European Economic Area and in Russia [9]. According to 
the data, which provides the EU Kids Online report, the use 
of the Internet is somehow inscribed in the everyday lives of 
young people, since 60% of 9-16-year-olds use the web 
every day or almost every day. The most common place to 
use it is their house (87%), followed by school (63%). The 
ways of access are diversified: children and young people 
use the Internet from a computer (49%), mobile phones and 
other mobile devices (33%). It is worth noting that 60% of 
9-16-year-old internet users in Europe go online daily, and a 


further 33% go online at least weekly. What is crucial, 
children go online on more personal and mobile devices, 
making it hard for their parents to guide their online activities 
[ 10 ]. 

Referring to the purpose of using the Internet, one can 
point to a number of key areas. The most popular is the use of 
the network for preparation for classes (85%), followed by 
games (83%), watching video materials (76%), instant 
messaging (62%). To a lesser extent, the Internet is used to 
upload images (39%) and news (31%), or used as a tool to 
use file sharing services used for (16%) or blogging (11%). 
Moreover, 59% of young people aged 9-16 years have a 
profile on a social network site, this group is the largest 
among the 15-16-year-olds and it is 82%, however, already 
26% of 9-10-year-old also have a profile on these sites [11]. 
According to latest reports, many children believe they are 
more social since having a smartphone, not least because 
phones are always to hand and some of the apps they use 
provide communication free of charge (via WiFi) [12]. 

Taking into account the results for each country, the 
authors of the report have identified four main groups [13]. 
The first is characterized by a tendency towards a smaller 
range of Internet usage and lower risk (lower usage, lower 
risk). This group contains the following countries: Austria, 
Belgium, France, Germany, Greece, Hungary and Italy. 
Children in these countries have the lowest usage of the 
Internet and are thus below the average level of risk. 
However, with the increase in the scope of the use of this 
medium the risk also may increase. In the second group we 
are dealing with a smaller scope of usage of the Internet and a 
certain degree of risk (lower use, some risk ). Spain, Ireland, 
Portugal and Turkey have been included to this group. 
Although the level of Internet usage by children is the lowest 
here, but there are certain risks. The third group is described 
as high level of usage and a certain degree of risk (higher 
usage, some risk). This tendency exists in Cyprus, Finland, 
the Netherlands, Poland, Slovenia and the UK. 

The limited degree of risk is associated with campaigns to 
increase awareness of the risks and promote parental control 
strategies which are being implemented in these countries. 
The last group is characterized by both a high level of 
Internet usage and a high level of risk (higher usage, higher 
risk). It consists of such countries as: Bulgaria, the Czech 
Republic, Estonia, Lithuania, Romania and the Nordic 
countries: Denmark, Norway and Sweden. What is 
noteworthy, this division does not result from the wealth of 
the country, as this group includes both wealthy 
Scandinavian countries and countries of Central and Eastern 
Europe. The authors describe this group using the term “new 
usage, new risk” which suggests new ranges of Internet 
usage, with the emergence of new threats. 

In the light of the EU Kids Online report, as many as 41% 
of young people aged 9-16 years have experienced a variety 
of behaviors that they found threatening or disturbing, and 
among 15-16-year-olds the figure was 63%. More 
concerning, however, is that in the group of children aged 
9-10 it was 14%. Investigated children considered 
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pornographic, promoting hatred and aggressive attitude, 
presenting cases of anorexia, drug addiction and suicide as 
threatening or disturbing behavior. Compared with 2010, the 
European 11- to 16-year-olds are now more likely to be 
exposed a hate messages. This number has increased from 13% 
to 20%. [14] Among 11-16-year-olds 64% know how to 
block unwanted contacts, the same group also declares the 
ability to search the network for security tips from unwanted 
behaviors or contacts. More than half can change privacy 
settings (56%) or are able to block unwanted content 
(51%)[15]. 

Taking it into consideration, making children aware of the 
dangers on the network and ways to protect them becomes 
crucial. The central part in this process falls to parents and 
teachers. Issues related to security in the network are the 
focus of attention of the European Commission, which 
emphasized six key elements [16]. Among them should be 
noted safe online behavior, which is understood as paying 
attention to the dangers of improper or unlawful interest in 
children. This issue connects directly to the protection of 
privacy and non-disclosure of personal information, such as 
address, phone number or name of the school, as this data 
could help identify the child by the unwanted person. 

Cyberbullying is another phenomenon, which one should 
pay special attention to. It is necessary to instruct students 
about the manifestations of this phenomenon, especially the 
transmission of offensive or embarrassing photos or 
messages by e-mail, placing them in blogs, profiles or 
websites, spreading rumors or stealing one’s identity. In any 
case, teachers should emphasize the need for reporting such 
activities to parents or educators. Equally important is 
making students aware of the principles of obtaining and 
copying the content, thus the matter of copyright in relation 
to materials available on the network and to the limitations 
that are associated with their distribution and reproduction. 

In the context of children safety one should not overlook 
the problem of making direct contact with the people they 
met in the network. The most important thing is alerting 
children to the possibility of manipulation and the potential 
danger that may occur while meeting such a person and 
focusing on necessary precautions. 

In the context of network security issue relatively little 
attention is given to the safe use of mobile phones. This issue, 
however less exposed, seems important as most phones 
today have internet access, so there is also a need for similar 
precautions in disclosing personal data, as well as to warn 
young people in order to avoid sharing their phones. Other 
areas of network security issues refer to online gaming 
addiction, shopping on the web and spreading viruses. 

4. Promoting Children’s Safety Online - 
National and Supranational Policies 

It should be emphasized that at the elementary level of 
education, the issue of security in the network as part of the 


curriculum is mostly informal. For example, in Poland it is 
carried out by class teachers or within an integrated 
curriculum, often in the form of a project or group work. At 
the secondary level this topic is included in the field of 
information and communication technology or computer 
science. It can be also a part of general subjects, for instance 
in Portugal it is a part of civic education or in the UK it is 
incorporated in health and wellbeing education [17]. 

Issues concerning network security are addressed by both 
teachers in the area of information and communication 
technologies, as well as by teachers of other subjects, 
depending on the specific solutions adopted in the particular 
country [18]. The first model exists in Bulgaria, Cyprus, 
Latvia and Poland. In other countries, where the issue of 
network security is a part of the curriculum or belongs to 
integrated education, the appropriate teachers are responsible 
for the implementation of this content during their classes. In 
some cases, school authorities can assign a teacher 
responsible for teaching a content related subject to network 
security, depending on the design of the curriculum and the 
time available. 

In countries where the issues discussed are incorporated 
into the curriculum, teachers participate in courses in which 
subjects are related to child protection in the network, and 
this problem is discussed at both the pedagogical and 
technical or organizational level. In most cases, however, 
such courses are not compulsory and they are organized by 
teacher training institutions or a consortia that promotes 
informed and safe usage of the network. Courses are 
promoted by the Ministry of Education through the national 
program for computer science teachers (Greece), and may 
also include training of the school heads who transfer 
knowledge to the teaching teams or individual teachers 
(France). In addition, education authorities provide teachers 
with material for self-study, which contain both information, 
tasks and exercises for students, as well as interactive online 
courses (Spain, Luxembourg, and the United Kingdom). 

Almost all European Union Member Countries use 
various forms of public-private partnerships in their efforts 
to promote children safety online. This involves private 
sector participation at conferences and workshops on the 
issue discussed. Private sector involvement in campaigns to 
raise awareness of the risks in the network and inform 
children, parents and teachers. An important part of this 
involvement is also participation in long-term projects 
related to building technology infrastructure and the 
implementation of specific projects in schools. For example, 
according to growing use of smartphones and mobile internet 
among children in Lithuania, Omnitel (telecommunication 
company) in partnership with various NGO’s selected the 
audience of fourth - sixth graders to address the issue of 
mobile internet safety in a children-friendly way. In spring 
2015 Omnitel initiated new project and invited educational 
experts to join. The project focused on educating children 
about: 1) Safety of mobile device - how to keep it safe, what 
security features to use, how to protect personal information. 



134 


Children and ICT. European Initiatives and Policies on Protecting Children Online 


etc. 2) Personal safety online - how to deal with 
cyberbullying and other threats. 3) Facebook - do's and 
don'ts. [19] 

In addition, in some countries private companies support 
public authorities, for example in the purchase of hardware 
or specialized software securing Internet connections or 
monitoring cases of unwanted access to school computers or 
networks from the outside. For example, in Poland the 
software to block access to sites containing undesirable or 
dangerous content was offered to schools free of charge via 
the Ministry of Education. This project was co-financed by 
the European Social Fund. Twenty thousand schools and 
twelve thousand libraries house such software. In addition, 
the Ministry of Education signed an agreement with one of 
the leading software companies for the implementation of 
the strategy of information society development Poland by 
2013, with particular emphasis on schools and educational 
institutions. The Government Plenipotentiary for Equal 
Treatment has also decided about creating in 2008 a Team 
for Counteracting Discrimination of the Young in Electronic 
Mass Media. This group is composed of representatives of 
70 public institutions and non-governmental organizations 
and the representative of the Ministry of Education. The 
Team has a separate sub-team which is responsible for online 
safety issues and works on legislation proposals, terms of 
cooperation, projects of educational campaigns and 
monitoring of the situation related to children/youth and 
mass media [20]. 

Undoubtedly the most important initiative implemented in 
order to protect children and young people in Internet space 
at the level of the European Union is the Safer Internet 
Program: Empowering and Protecting Children Online for 
the years 2009-2012. The program was initiated already in 
1999, and implemented at national and European levels. The 
key points included increasing young people awareness of 
the threats in the network, removing illegal content, web 
content fdtering, engaging civil society on the issue of 
children protection in the face of technology and the creation 
of an information base on the use of new technologies by 
children and young people [21]. Under the program with a 
budget of€ 55 million a variety of projects aimed at creating 
a safe Internet space for young people has been established, 
as well as a promotion of self-regulation in the new 
technologies industry, cooperation with non-governmental 
organizations and the organization of the Safer Internet 
Forum and support of Safer Internet Day. Safer Internet 
Forum is organized since 2004 as an annual conference of 
the representatives of the computer industry, legislative and 
executive authorities of individual countries and 
organizations representing the rights of children, including 
those outside the European Union. In 2012, the Forum was 
held under the motto: “Creating together a Better Internet for 
Children and Young People”. Safer Internet Day is 
celebrated on February, 7th in more than 70 countries. In 
2012 the theme of the feast was: “Discover the digital world 
together... safely!”. 

Under the Program Safer Internet Centres operate in 30 


countries. Their task is to promote the safe and responsible 
use of new technologies. This activity is carried out by 
raising among young people, their parents, carers and 
teachers through educational materials awareness of the 
potential risks posed by the use of new technologies. The 
Centres are involved in the organization of campaigns and 
information sessions, they also offer access to telephone 
lines, where experts provide young people, carers and 
teachers with tips on safe online behavior. The Safer Internet 
Centres can also report cases of sites with illegal content, 
especially materials on child abuse. This information, when 
appropriately verified shall be submitted to the authorities 
and Internet service providers, which shall then decide to 
take the necessary steps to prevent such risks [22]. 

The Safer Internet Program also funds the activities of 
Interpol, as well as activities to raise awareness of the risks 
and consequences arising from the use information and 
communication technology by children and young people. In 
2009-2012 the financing of Interpol activities came to 500 
000 EURO. Among these activities are: EU Kids Online II 
and EU Kids Online III (Enhancing knowledge regarding to 
European children’s use, risk and safety online), POG 
(Understanding the Process of online grooming: the 
Behaviours of men who target young people online), 
ROBERT Risktaking Online Behaviour - Empowerment 
through Research and Training and the EU-NET ADB: 
Research on the intensity and prevalence of the Internet 
addictive behavior risk among minors in Europe. An 
interesting initiative under the auspices of EC Safer Internet 
Program, bringing together NGOs working for children’s 
safety online, is The European NGO Alliance for Child 
Safety Online ( eNasco network). The main purpose of the 
network is to disseminate best practices and knowledge in 
the area of policies designed to strengthen the children’s 
online safety. The network organizes a number of meetings 
of working groups, exemplified by the eNASCO IV Kick off 
Meeting - Rome, February 2015 [23]. 

In May 2012 the European Commission presented an 
initiative entitled Digital Agenda: A New Strategy for a safer 
internet and better internet content for children and 
teenagers. It includes a plan to provide children with the 
skills and digital tools necessary for safe usage and taking 
full advantage of the digital world [24]. The goal of this 
document is to develop a partnership between the 
Commission, Member States, mobile operators, telephone 
manufacturers and suppliers of social networking services. 

In this context, cooperation in the framework of the 
Coalition of top tech and media companies to make Internet 
better place for our kids is worth mentioning. In December 
2011, 28 industry's leading high-tech and media companies 
formed under the auspices of the European Commission a 
coalition to ensure a higher level of safety for children on the 
Internet. The aim of this initiative is to facilitate reporting 
harmful content, customize the settings to protect the user's 
age and increase the range of parental control. The activities 
of the Coalition are focused on four main objectives, among 
which are mentioned stimulation of the building of creative 
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and educational online content for children and the creation 
of platforms providing access to age-appropriate content. 
Another goal involves the intensification of information and 
instruction in all schools in the EU on safety rules on the 
Internet, enabling children to develop digital and media 
literacy as well as responsibility for themselves in the online 
environment. The Coalition also refers to creating a safe 
environment for children, in which parents and children will 
receive the tools necessary to ensure their protection in the 
online environment (easy-to-use mechanisms to report 
harmful content and behavior, transparent, default privacy 
settings suitable to user’s age and user friendly parental 
control tools). The Coalition stresses also the necessity of 
fighting against online materials related to the sexual 
exploitation of children [25]. 

The European Commission as one of the main links of the 
European Union institutional system obviously is interested 
not only in the development of these trends and their 
monitoring, but also in the introduction of specific 
regulations in this sphere which on the one hand encourage 
the fullest possible use of technological tools in schools, 
while creating mechanisms to protect children and youth 
from abuse and the dangers to which young people may be 
exposed. 

5. Conclusions 

Taking into consideration current widespread usage 
among children and young people access to the Internet and 
other modern information and communication tools, and the 
perceptions of teachers about the benefits students derive 
from the use of these tools in the educational process, the 
European Commission recognizes the enormous, almost 
revolutionary impact of technology on learning processes 
[26]. The development of cognitive processes and flexibility 
in education, encouraging critical thinking, implementation 
of teamwork, promoting learner-centered approach, as well 
as lifelong learning life are among the most important 
advantages of ICT use in the school. Besides, technological 
tools are extremely helpful for students with special 
educational needs, as they allow them to pursue their duties 
in a more flexible way, tailored to their pace of learning and 
individual needs. It refers also to chronically ill or 
hospitalized students, who in this way can keep in touch with 
teachers and classmates, and participate in their group 
projects. This is particularly important from the point of view 
of students’ self-esteem, development of their independence 
and responsibility for their work beside the formal education 
process. 

Analyzing the benefits of children and young people's use 
of technology tools one should not absolutize their role. The 
critical approach allows us to see the dangers that are 
associated with excessive reliance on technology. Hence, a 
key role to raise awareness about the risks to children and 
young people play parents and teachers, supported by public 


institutions and non-governmental organizations. 
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